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1.2

About This  Guide

There are plenty of good guides and documents describing the design
principles for creating sound and safe desktop applications.

Unfortunately there are less good guides to describe the practical
princ iples for designing well performing, robust and maintainable

system components and distributed system applications.
This Developer's Guide describes the architectural and development
guidelines, instructions, recomme ndations and usage information for

the Neoxen QX Framework development platform.

This chapter provides basic information about this guide, such as the
organization of the document, its intended audience and the
typographic con ventions and terminology used. It also lists other
documents related to the topic.

Audience

This document is intended for software architects and developers
utilizing Neoxen QX Framework . This guide assumes you are familiar

wit h the basic concepts of client  -server or multi -tier programming , C-
style function calls , databases and networks.

Organization

This document is organized as follows

Chapter Contents

Chapter 1 Describes the purpose of the document. It also explains the
terminology and typographic conventions used in the
document. A list of related documents can also be found in this
chapter.

Chapter 2 Gives the introduction and overview to Neoxe n QX Framework .

Chapter 3 Describes the background of Neoxen QX Framework

Chapter 4 Describes the general guidelines for designing robust system
software components and distributed business applications.

Chapter 5 Describes how to establish professional development
processes.

Chapter 6 Describes the Neoxen QX Framework  source code tree
structure.

© Neoxen Systems
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Chapter Contents

Chapter 7 Describes the general recommendations for source code
formatting.

Chapter 8 Describes the general programming guidelines.

Chapter 9 Describes the basic principles regarding compiler and linker
warnings.

Chapter 10 Describes the usage of resource files.

Chapter 11 Describes the general source code commenting
recommendations.

Chapter 12 Describes the recommended naming conventions.

Chapter 13 Describes the different approaches to exporting functions.

Chapter 14 Describes typical problems encountered when switching from
debug to release mode.

1.3 Typographic Conventions
The foll owing text styles identify special information used in this guide
Convention Description
Italics Italicized Text is used to call attention to cross -references.
Courier Screen messages as well as literal user input, such as
selections, commands, parameters and fields are written in
Courier font.

Note: Important notes are written in this style.

Caution: Cautions are written in this style.
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1.4 Terms and Concepts

The following abbreviations, terms and concepts are used in the
document

1.4.1 Abbreviations

Abbreviation Meaning, definition
CMS Configuration Management System
CVS Concurrent Versions System
HTTP Hyper Text Transfer Protocol
JRE Java Runtime Environment
LAN Local Area Network
MFC Microsoft Foundation Classes
REXX Restructured Extended Executor
ROI Return of Investment
SEH Structured Exception Handling
SQL Structured Query Language
SVN Subversion
WAN Wide Area Network

1.4.2 Terminology

Term, Concept Meaning, definition
Build Process Fully documented process where the sources are
stamped with build number, downloaded from CMS and
typically a complete product is created with delivery

media contents.

Build Engine Fully documented and configura
consisting of make -files, scripts and utilities to enable
automated Build Process.

Build Machine Computer with Clean Environment where the Build
Engine produces the final product

Build Master Nickname for the person in charge of the Build Engine

Clean Environment Fully documented operating environment in a Build

Machine containing only those components and software
required for the Build Engine to execute.

© Neoxen Systems
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1.5 Related Documentation

The following documents give you additional information

# Document
[1] Neoxen Modus Methodology - Development Guide
[2] Neoxen Developer Resources Online
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2 Introduction Visual Studio
PARTNER
2.1 Introduction to Neoxen QX Framework

Neoxen QX Framework is a 32/64 -bit System Software Development
Kit (SDK). It is the core of Neoxen QX technology and the foundation

of all Neoxen products. It is a powerful SDK for distributed system
software and multi  -tier business and communications applications for
multiple client and server operating systems. It scales from small
hand -held devices to clustered server environments

Together with the included Visual Modus QX SDK it provides
integration capabilities to any Information Management solutions
supporting ODMA, WebDav or any of the standard TCP protocols.
Additionally it allows deep integration with Microsoft SharePoint
2007 /2010 and Bentley ProjectWise

Neoxen QX Framework is designed for project groups, systems
integrators and independent software vendors for rapid system
software development. Also Neoxen Professional Services uses it as a
foundation technology in all the customer projects requiring a robust,
fast and efficient platform.

The origin of Neoxen QX Framework was in the evolving need to speed

up development cycle  of projects requiring robust communications
interfaces . These design principles and visions have gui ded the
development ever since. Globalization and an increasingly versatile
infrastructure emphasize the need for a small, fast and highly flexible
development platform even further

Development of Neoxen QX Framework started in 1994 and the
original operating environment was 32 -bit OS/2 . When Microsoft
introduced Windows 95 , the main parts were ported to Win32. Support

for OS/2 ceased at 1998. Today Neoxen QX Framework  supports all
the latest Microsoft platforms and operating systems.

© Neoxen Systems
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2.2

Purpose of This Guide

The purpose of this guide is to illustrate the architectural software
design guidelines and development practices recommended to be used
with Neoxen QX Framework . The goal of this document is to define:

General architectural design guidelines
General development guidelines

Guidelines for Neoxen QX Framework APl usage

Some of the recommendations are not intended as strict rules.
Common sense and a practical approach to everyday programming
concepts can override these guidelines when necessary. However, it is

strongly recommended that the exceptions should be well commen ted
within the source code.

This Developer's Guide partially follows the Microsoft Windows SDK
development recommendations together with some cross -platform
requirements and itistar  geted for C/C++  programming. However, the
general guidelines are applicable to other languages with some
modifications.

© Neoxen Systems
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3 Background

3.1 Why Do We Need Guidelines and Standards?

When business applications are produced for customers, the possibility

to offer a short and efficient project cycle with flexible and robust

software results is a true winning combination. We need to standardize

our processes, reduce redundant work and increase software re -

usability and quality. We need to earn the competitive advantage and
customer satisfaction by Adoing the things:s

Architecture and design are the most important areas in successful
software development. However, readability and maintainability of the
source code are crucial parts in this goal as well.

The Ahi dde mprofessona software development are some of
the most important categories of expenses to minimize. This can be
achieved only by creating, understanding and following standardized
procedures and practices.

Unprofessional coding practices and implementation can ruin even the
most intelligent design. Similarly, even the most systematic
programming approaches cannot save poor design. In order to
succeed in the professional software industry or in professional
services we need standards and guidelines.

Creating and further developing professional procedures is a
continuous task. Every software architect and engineer should
participate in the process by following the common guidelines, which

should cover at least

Solution guidelines and principles

Development tools, their usage and recommended versions
Configuration Management and Build Process

Source code structure

Coding practices

Source formatting, commenting and documentation
Declarations, calling and naming conventions

Error handling and parameter checking

© Neoxen Systems



Background

9 (75)

3.2

Project management , product management and quality assurance  are
the other important areas, which closely relate to development
practices. Also customer care services , technical support and bug
tracking are key elements. However, these area s are not covered in
this Developer's Guide . They deserve their own guides.

How Neoxen QX Framework and this Guide Can Help

Neoxen QX Framework is highly flexi ble and customizable allowing as
much control over the architectural layers as required. It permits
developers and integrators to easily leverage the full power of Neoxen
technology for their own benefit. By design, application developme nt
with Neoxen QX Framework  allows for subsequent access to all the
technologies and platforms supported by Microsoft and many others.

The users of the platform are not forced to stick to a single solution or
technology.

Neoxe n technology specifically offers the following system
development benefits:

The modular architecture integrates easily with existing applications
and services

Neoxen technology works with many different commonly used
technologie s from multiple manufacturers

Multi -layered architecture is extendable and customizable with all
layers accessible to developers

Using Neoxen QX Framework as the main development platform also
has a positive impact on development and maintenance costs reducing

t he Ohi dd ewhetheratsstingpl@mented with a single application

or within a network of different solutions. Following are  the key areas
where Neoxen QX Framework has a direct impact on overall project
cost and effectiveness:

Save in Development  Costs : Neoxen QX Framework is easy to learn
and easy to use and the licensing is flexible and competitive. The
resulting binaries are royalty -free . Neoxen QX Framework  contains
a consistent interface with lots of extensively tested modules.
Therefore less coding is required to achieve the targets and the
testing efforts can be concentrated on the business level
functionality

© Neoxen Systems
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Build Better Solu tions : As you save in development costs, you will
also build better solutions utilizing the extensively tested and
proven foundation . Less bugs, shorter testing cycles and shorter
project completion will raise customer satisfaction and give a
competitive advantage

Standardize the Processes : Taking advantage of the guidelines
drawn in this Developer's Guide you can refine and adjust your
processes and increase efficiency

Save in  Support C osts : When there is a need to upgrade or modify

your solution, the developers can typically concentrate on just the
business level . Neoxen QX Framework is backwards compatible . If
there is a need to upgrade the platform, t he existing solutions

remain fully functional and can even take advantage of some of the
new features withoutre  -coding.

One of the additional benefits of Neoxen QX Frame work is that its
usage is not restricted to any particular programming language or
development environment. The core technology is written in low -level
C language with C++ layer for optimal performance and inter -
operability. Therefore, all the functionality is accessible from any
programming language capable of calling C -style library  functions (C ,
C++ , C#, most scripting and macro languages , Java, etc. ).

The whole code base of Neoxen QX Framework has been fully
internationalized . Therefore the business applications created can be
easily localized to any language area, including the Far East.

© Neoxen Systems
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4

4.1

4.2

Designing Robust Software Solutions

Overview

There are some fundamental differences in the requirements of
designing system components and multi -tier business solutions if
compared to producing desktop applications

Most of the system software requirements are common for all
distributed systems regardless of their intended purpose. Technical
requirements  for servers and other system components are much
more demanding than for desktop applications. Servers may typically
need to stay up and running 24 hours a day, seven days a week, with
quite challenging up  -time requirements.

Desktop applications tend to have quite a short lifetime. Typically they
are used only certain limited amount of time before they are closed.
Therefore their design requirements are easier to manage and the
design principles are easier to adopt.

It is quit e common, that the system components need to be capable of
managing very large amounts of data, reliably deal with heavy network

traffic and efficiently handle multiple concurrent connections . These
requirements set additional challenges for both design and
implementation.

Neoxen QX Framework is designed from ground up to allow r obust
development of such software. This guide draws some basic guidelines

to assist you in taking full advantage of the features and functionality
implemented in this platform.

Robustness

Robustness and reliability  should be common requi rements for any
software components . For system components this requirement has an
additional emphasis. If a server component is not able to run reliably,

it may cause unacceptable inconveniences to the using organization

and increase the  overall expenses.
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42.1

4.2.2

How to Plan and Verify Robustness?

Software robustness is one of the most complicated areas to design

and furthermore to verify. In a large software product the number of
possible combinations that should be taken into account and verify,

may grow extensively. Without adequate testing and systematic
approach it is almost impossible to make any assumptions on a

product os final robustness. Thi s Kind

requires close communication between development groups and the
testing teams.

If system software contains third party components, it may complicate

proper design of reliability as well as testing . As far as robustness is
concerned, the amount of unknown factors rises. These unknown

factors may lead to a situation where not all the important
combinations are fully understood. Also it may lead to a situation

where test team may use more time than necessary to verify the
6combinationsd®é that may actwually use t

Some of the factors, which need to be taken into account, when
planning for system software reliability:

Supported platforms (Windows versions, Linux versions, other
operating systems)

Supported databases , their versions and drivers
Supported communications features, protocol stack versions , etc.
Supported Web Servers  and/or Browsers and/or JRES if involved

Possible O0adapter s 6 (farredamger Browsers e r /f Vil @&e s
Services / native layers if supported, etc.)

All other aspects that might cause software to behave differently than
in the already tested combinations

Stress Tolerance

Estimating stress tole  rance is one of the most critical design aspects. It

is typically rather easy to get acceptable reliability results when the

system component is running with quite a small load and perhaps with

quite few concurrent users. Stress tolerance, capability of ma naging
arbitrary load peaks and constant heavy workload is an aspect that has

to be taken into account both in system design and in testing the
software robustness.

© Neoxen Systems
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4.3

4.3.1

There are quite a number of requirements to be considered, when
planning the stress tolera  nce:

Number of concurrent connections to other systems (database
connections, stream socket connections , etc.)

Number of concurrent client connections (or number of hits)
Number of queued requests in each possible request queue
Amount of data stored in memory at any one time

Number of involved threads and processes

Amount of other system resources in use

Behavior under heavy system load caused by other applications

Adaptability
Globalization and an increasingly versatile infrastructure requires a
quite a lot of adaptability from modern business applications and
system software components . This kind of fl exibility is needed for

adapting the solution to varying environments with a minimum amount

of effort and expense. The installation sites are different, customers
have different workflows, network and server configurations and the
number of concurrent user s and the amount of expected workload may
vary.

Estimating Required Adaptability

A good approach to estimat  ing the required adaptability is to specify
the minimum requirements the software should fulfill:

What kind of networks and work practices should be supported?
How large installations should be estimated?
What platforms and databases should be supported in the beginning?

Should there be an option to extend this support in the future?

Before starting any architectural design or implementation, it sh ould
be decided what are the basic requirements to be supported. Also
there should be a view of at least some of the possible future needs. It

mi ght be wi s e t o t ake I nt o a c-toecuonmie 6 S 0 me

options during the design and implementation phase S.
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Should any of these or related requirements become important in the

future, it might be relatively painless to extend the software to cover

the arising needs without extensively changing the foundation
architecture itself. Otherwise extending the softw are to cover
unexpected requirements might be very tedious and costly. In the

worst scenario this might lead to a partial or even complete redesign

of the foundation architecture.

However, if unexpected functionality is requested for a reason or
another, additional efforts will be needed in quality assurance. When

more features are added or changed and the more they require
changes in the foundation architecture, the more extensivel y the
number of untested combinations grows.

In product development the main emphasis is typically on the next
product release. If the possible future requirements are considered
appropriately at the same time, the forthcoming release cycles might
become much more economical to design, implement and test.

4.3.2 Keeping the Focus and Cost - efficiency

When adaptability is designed, it is always good to keep feet on the

ground and use common sense. There is not a piece of software which

can handle all the possible t asks and requirements efficiently. By

keeping the business orientation in mind it is possible to be prepared

t o 0 mbegimpgortant -in-the-f ut ur e 6 requirements Wi
components without sacrificing the overall focus and cost - efficiency.

4.3.3 Adaptive Com  ponents and ROI

The adaptability design in the component level typically needs a more
specific technical analysis:

How components should be designed and implemented to best serve
the minimal adaptability requirements?

How easy it might be to leave the ar chitecture more open and more
configurable than required?

Etc.

Many aspects should be considered, but one thing is quite obvious. In
most cases it takes almost the same time to develop a generic solution

than just a fixed design. An ap proach favoring open and adaptive
solutions might save a lot of time and expenses in future development.
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4.4

Adaptive components might be used in the future by the same system
they were originally designed for, but they may also open new
business opportunitie s and therefore increase the return of investment
(ROI) .

Shortly, adaptive components may address two different goals:

To adapt the product to varying environment

To decrease the design, development and testing costs of future
projects

Security
Previously in closed local area networks (LAN) security considerations
were not such an issue. Today when all systems should be in a wide

area network (WAN) , Internet compliant security is a cause of constant
headache.

Even though some laws may set some of the requirements, most of

the security considerations relate to confidentiality and privacy. It is
important to identify what data is confidential or private and where all

the software components might be located. We n eed to analyze which
data trans fers need security and by what means security should be
provided.

Some years ago it was quite common that the original specifications

came with an assumption that some system components were located
in a closed and secure network area. Typically communication between
those components was expected to be trusted and therefore fully
secure.

Today these kinds of assumptions cannot be made. By default the
component locations should be transparent so that the communication
needs to be secured by the software designers.

© Neoxen Systems
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4.5

45.1

Performance

Optimizing Network Traffic

If the performance of a business system is just fine in a local area
network, it does not mean that the software still meets modern
requirements. Companies have quite diverse networks these days and

many organizations are geographically distributed. It is more and more

common to work from home or use some tempor ary locations, such as
hotels, airports etc. This sets many new requirements and
expectations for the software.

Network traffic optimization I's one of the oOndwthapp
t hi

younger generation of devel oper s
seasoned prog rammer this may just be a return to good old days.

Optimizing network traffic may become quite critical when the system
runs in a geographically distributed environment. Transporting data
between two or more computers may from time to time be quite time

consuming. Establishing a connection might take some time as well. It

also may become important to ensure that a client does not lose the
connection too frequently. The time needed to solve host addresses or
route the packages, and network bandwidth in gene ral, are all issues

that have their impact in the performance and user experience. The
performance might vary substantially in different environments.

There are lots of investigations and studies on what kind of
responsiveness users find acceptable and wh at not. Respecting the
user experiences and designing the software to meet those, may give
strong competitive advantage. Network traffic optimization is one of

the cornerstones in achieving this.

© Neoxen Systems
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45.2

Communication Modes

There are two different basic concepts f or connectivity, or rather
communication modes. All distributed solutions use some sort of a
variation of these

Synchronous Communication Mode

Asynchronous Communication Mode

Synchronous communication mode is quite often referred to as

6Connectioead OCommani cati ond and asynchro

referred to as 6 Task Oriented Communi

often used synonymously, that is not necessarily the case.

Synchronous Mode

Many traditional solutions relying on databases are synchronous by
default. User connects to a database in the beginning of a session and
the connection stays open until the application closes, or if a timeout
value is reached without activity.

In practice this means that the client opens the connection to the
server, execu tes desired operations while the connection is open and
then closes the connection. In this case the connection has some kind
of state maintained and it can be considered persistent.

Synchronous mode is typically used in local area networks. Connection
persistence provides the best responsiveness and performance, but
typically requires quite a lot of bandwidth .

Asynchronous Mode

Web applications and many messaging solutions are typically, but not
exclusively, async hronous. A typical example is e -mail. When e -mail is
sent, the connection is opened for the execution period of the sending

task and then closed. The sender does not have any certainty if the
recipient ever received the message, unless the server politely informs
so later on.

The used application level protocols are often stateless, such as HTTP

in typical web applications. For the original purposes this is just
perfect. However, it is more and more common to use asynchronous
communication for t  raditional business purposes. In such cases there

iIs a need to emulate connection persistence. Usually a persistent
connection is needed to get the acceptable performance.

© Neoxen Systems
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Wh a 't met hods can be used t o ges
asynchronous communication depends on the platforms that should be
supported. One commonly used mechanism is to use cookies to store
connection information. One possibility is to use features provided by

other parties involved (like web server, web se rver version, etc). This
second approach differs a lot depending on what third party
components are involved.

Architectural Requirements

4.5.3

From the architectural point of view these modes have different
requirements for the software. Also the purpose of the software may
dictate which mode to prefer.

However, it is not impossible to design the software to support both
communication modes, they are not necessarily exclusive. If both
aspects are properly taken into account in design and the architecture
layered appropriately, software can enjoy the benefits of both modes

with reasonable efforts. This approach may open completely new
opportunities for the software and cause significant savings in future
development.

Load Balanci ng

When large installations are concerned, horizontal scalability may
have a significant role. It may become important to support multiple
concurrent servers. Some servers may have identical roles and some
servers ma Yy specialize in some specific tasks. This concept is typically
referred to as Load Balancing. It might be that one host can run
multiple server instances and also there might be multiple hosts
involved.

Load Balancing can mean that there are multiple iden tical servers and
one separate component takes care of delivering incoming requests to
the servers in a way that the load on each server is feasible.

One typical approach is to deliver each incoming request to the server
having the lowest load at that tim e. Another approach is server
weighting according to their capacity. Some servers can efficiently
manage heavier load than some other servers. Typically there is some

kind of a configuration schema to specify the strengths or capabilities

of the servers, o r the balancing mechanism can even be fully
automatic based on predefined algorithms

inoper s
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45.4

Load balancing can be understood in various ways. For instance
manual load balancing might mean that there are no software
components to hand le balancing, but there are still multiple servers
participating in the process. Alternatively there might be some kind of
configuration to specify which clients connect to which servers, or
there might be hardware based load balancing , etc.

Furthermore, there might be multiple areas that may need load
balancing. There might be multiple database connection needed for a
session, or multiple connections to other systems. Some connections
might be bound to a session and some operations might be handled by
separate load balancingto  a related target.

Optimizing Connections to External Systems

Very often server components need connections to external systems,

such as databases . Design of these connections naturally affects
performance. One basic  guideline for database connections is to use as
minimal a number of SQL statements as possible.

Architecture and general design of the connecting components may

have a dramatic effect on overall performance. It can be seen too

often tha t the modules involv ed in request processing are well
designed from an object model point of view, but the design
remarkably slows down system performance.

One of the most common examples is a situation where two or more
methods in the same method chain separately execute the same SQL
statement to access the same data. There is often a tremendous
performance advantage if the component is designed so that the
methods can use the same already fetched data.

Connection Pooling and Sharing

The principles mentioned above are usable for connecting with many
kinds of external systems, such as systems that are accessed with

stream sockets . Some design aspects affecting the performance should

be considered as well. For instance how the connections can be pooled,
shared etc. and when the connection should be established and closed.
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455 Other Performance Aspects
There are a lot of other performance related issues to consider. Quite
many of them are easy to keep in mind and easy to achieve. For
instance:

To avoid executing operations, which are not necessarily needed

To execute operations on locations where they most efficiently can be
executed

To avoid allocating memory and other resources before they are
actually needed and releas  ing them in the right time

Some other aspects are not necessarily so obvious, but they can still
have a strong impact on the system performance.

Designing Caches
Properly designed data cache is often something to consider:
What kind of caches should be maintained and where?

What kind of caching algorithms should be used?
In the traditional client/server solutions caches implemented in the
client side typically increase the perfo rmance drastically. On the other

hand there is a lot of data that should not be cached. Improper
caching schema might slow down the performance and might consume
quite alot of system resources. In many cases server side caches may
even decrease the perfor ~mance or prevent proper scalability.

However, there might be some critical data, often referred to, that

may increase the performance if properly cached. In these scenarios
intelligent caching algorithms may improve the performance
significantly. Quite o ften there might also be some session state
related data that should be cached in order to get a persistent
connection.

Designing Initialization Routines

Reasonable amount s of consideration and sense should be used when

designing data initialization and refreshing mechanisms. One principl e

is to avoid heavy initialization , loading or refreshing until it is

absolutely necessary. In order to boost the performance all the

initializations should be as light as pos sible when a module gets

|l oaded. It is not desirable to execute hee
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It might be that no other component refers to the loaded data or
module. It is also possible that the data in question gets invalidated

and needs to be reloaded before it is needed for the first time. This
possibility also has an impact on refresh operations. If some kind s of
caches are involved and a cache gets a refresh request, the data
should only be invalidated and usually also freed. The reload itself
should not happen until the data is referred to the next time (just -in-
time reload)

Unnecessary updates may easily happen when object oriented
programming is used improperly. This is especially common when
objects have other objects as members. A typical mistake is to
implement too much in the constructor . This might decrease
performance as objects get created before there is a need to use any
relating data, connection or other information.

De signing Memory Usage
It is quite important to design memory usage efficiently.

How are large data blocks , cont ai ni ng | ar ge number
managed?

How is memory actually allocated?

It should be clear without saying that the number of memory
allocati ons and reallocations could drastically affect the performance.
This is simple and easy to verify with timing tests.

For instance, there are typically operations that may return a large
number of result records where the exact number is not known before
allocating memory. A select statement is a good example: next records

are received by subsequent requests until there is no more data
available. It is not possible to define an optimal memory block size to

support all cases. Some statements return only one record and some
statements may return a million records.

One method quite often used is to always double the existing block
size. In the end the block is reallocated to the exact size in order to
prevent unnecessary memory usage.

With object oriented app  roach it is not that simple to use the most
efficient solution. However, there are some questions that should be
asked during the design:

How many objects may get allocated and constructed implicitly, when
additional objects should not be allocated at all ?
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How many allocations may happen and how to maintain memory
blocks so that they do not decrease the overall performance?

4.6 Storing History Information

In some business areas, such as insurance and telecom, there are
official regulations on what kind of his tory information should be stored
and for how long. Typically there is a need to store and archive
security information, access logs, transaction logs , etc. Outside of the
regulated areas these capabilities are too often neglected. Backing up

and archiving database data is typically well taken care of, but in many
cases this may not be adequate.

The product design should include a plan how the history information
should be collected and managed:

What kind of archiving the product should provide and what kind of
support should be provided with utilizing third party
implementations?

What data should be archived at any one time and what parts of it
could perhaps be archived independently from other data?

Is the data that should be archived physically located in the same
machine?

There are many Ohybridé business solutions:s
and file system s. These kinds of systems cause additional challenges

to software architects. Typically some o f the database data and related

files need to be in synch and archived at the same time. Furthermore,

the related files might be located in different machines.

4.7 Changing the Foundation

Proper foundation in the original architecture can protect from
unnecess ary redesigns. However, from time to time architectural
changes may become necessary. Business directions may evolve
differently than originally expected, or some other external reasons

may require comprehensive modifications.

Changes of this scale typica lly have impact on the database schema

and to the existing implementation. Changes may be required because

of improving performance or to enable some new essential features.

Some of the design and implementation aspects may require re -
implementation or dat abase conversion between different product
versions.
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4.7.1

New technology required in the implementation may require changes
in the architecture. Also the implementation may need heavy rework,
if the foundation architecture changes for one reason or another.

Third Party Components

A typical cause of changes is the third party components or engines
used in the product. If that kind of module is replaced with another

third party component or will be partially replaced with own

im plementation, rework cannot be avoided.

It is not uncommon, that third party components set some restrictions
and rules for the product design. These restrictions may have a drastic
impact on product performance or scalability, or they may hinder
implemen ting new features. Sometimes it is realized that the reason to
change the existing architecture is in the architecture itself. Maybe the
third party component was not an appropriate selection for the product
in the first place.

When planning to replace a third party component the existing
implementation needs to be thoroughly analyzed. It is necessary to

clarify how much of the implementation would need redesign ing in
order to support the new environment.

Usually this aspect is already taken into account when selecting the
new third party component:

However, was the same mistake made again?
Was it properly investigated?

Were the possible limitations and future problems the new component
would bring with it verified?
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5 Creating a Professional Development Pro cess
5.1 Development Environment

5.1.1

5.1.2

5.2

It is highly recommended that all the developers attending the same

project use the same development tools and same versions with the
same service levels. The tools used should be decided at the beginning

of the project and the  y should not be changed during the project cycle.

Microsoft ® Windows ©
We recommend using Microsoft Visual Studio ® in C/C++ /C#
development. Currently version 200 8 with the latest Service Pack and

version 2010 are  certified for usage with Neoxen QX Framework and
therefore recommended. All coding and source code editing should be
done in this environment. Within a development team it is not
encouraged to upgrade to a  nother version without prior agreement.

The editor in Visual Studio has its own indentation schema, which may
be different from other editors. To keep the readability of all the
sources at the optimal level, all the programmers are advised not to
modify t he sources with any other editing tool.

Linux /UNIX

The core components o f Neoxen QX Framework  support 32/64 -bit
Linux and many flavors of 32/64 -bit UNIX . However, the commercial
version is officially certified for M icrosoft Windows platforms only

Software Builds

Term OBuildd is wused to describe the
software product. The process contains the Configuration Management
System (CMS) , a dedicated computer for creating the software product

and separate command line tools and utilities for the actual build

process.

phy

For a professional 6Buil dé it is characte

marked consistently with logically incrementa | version number s, the
process is as automated and unattended as possible and it can be
repeated any time afterwards.
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5.2.1 Configuration Management

Also for these reasons CMS |, often also referred to as Version Control
System, is an elementary component of a professional build system.
Naturally there are many other important reasons for using a CMS
system as well, such as concurrent development, conflict

management, quality control, concurrent branches, change history,
etc. For further details, please refer to the documentation of your
chosen CMS.

Old wisdom says that it does not matter which CMS you use, as long

as you use one. This is really true in a sense, that any CMS is better

than no CM S at all. However, there are some aspects that might
influence your decision on choosing your CMS platform. If you develop

only for Windows, Microsoft Visual Source Safe may be a sound and
solid option. However, if you believe you might need better support for
other operating systems, such as Linux , Some other alternatives might

be more suitable. There are many commercial and open source
alternatives available.

Neoxen QX Framework can be used with any of the widely used
Configuration Management Systems. CVS and SVN are perhaps the
most widely used Configuration Management System in the world. For
instance majority of the open source development, such as Linux,

Apache, KDE, Gnome, etc. is done with CVS or SVN. Anothe r
important benefit is that it runs in almost any viable operating system.
However, any of the commercial systems, such Microsoft Visual Studio

Team System or Microsoft Source Safe, is a good choice.

5.2.2 Build Machine

For creating the software product it is hi ghly recommended to have a
dedicated computer, often referred to as the 6Bui |l d Machined

The build machine should have a fully documented operating
environment containing only the selected software and components

required for building the product. This is often referred to as ao6Cl ean
Environment 6

523 Build Process

The actual Build process is often referred to as aoBuil d .Hmtlgsi ne 6
sense it typically means the source code tree with the relevant make -

file hierarchy . There should be a dedicated person who is in charge of

the build process. The person with this special responsibility is

sometimes refe rredtoas the 6 Bui | d Master o
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The product sources are stamped with the version number and they

are checked out from the CMS into the cleaned build machine. It is
recommended, that the version numbering should contain at least

three double digits (major version, minor version, build number ), such
as 10.04.12. At least the build number should always be incremented

in every build.

A complete product build should result in the delivery of media

contents. This m eans, that all the components for the product should
be built within the same build process, including documentation,
readme files, everything. Typically this means that the automated build
process produces the product CD  /DVD contents as the final output.

524 Build Tools

Visual Studio conveniently generates make files to be used with its
own nmake -utility . This is nice and simple, but not necessarily useful

for a professional software build process , especially in multiplatform
environments . There are many good reasons to separate the

development environment and official build utilities. In small projects
this may not be an issue, but when the project grows and the amount
of modules increase s, the value of the s  eparation is imminent.

In Visual Studio the native make files are part of the living code base.

In small projects this is an advantage, as they do not need manual
maintenance. In larger projects and product development, this
advantage turns into a burden and a constant issue for quality control.
Every build should be repeatable at any time exactly as it was during

the original build. Also the Build Engine should remain subject to
intentional changes only. When the product has a larger us er base and
there are customers with different released versions, importance of

these details may turn out to be crucial. This is especially important, if

there are long -term customer commitments , maintenance agreements,

etc.

Neoxen QX Framework provides a superior solution for this
shortcoming. The product takes atlityant age
(gxgmake.exe)  with some modifications made by Neoxen Systems

There are plenty of benefits in using external tools for the Build

Process, on top of those mentioned above.

business environment support for other operating systems, including
Linux , is something you should not ignore.
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A professional Build Process should
Support multiple operating systems without any major modifications
Prevent unintentional changes to make files
Support scripting, environment variables, substituting and other

control mechanisms
Neoxen QX Framework  provides all this together with ready -made
templates for building a complete, professional and high quality multi -

platform Build Engine.
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6

6.1

Source Code Tree Recommendations

Overview

Whenever a deve lopment project contains more than a few source
files, the project should be built around a logical file system tree.

Traditionally for multi -plattorm  compatibility reasons it is
recommended, that all the files in the project should respect the 8+3
notation and all the names should be in lower case.

Visual Studio project workspace for each module should be created to
the modul ebds proj ect efdréences o diectoyies lodated in r
the source tree should be defined using relative paths.

Output directories  for object files, binary files, library files and all other

files generated during compilation and linking process should be
created to a pre -agreed location . Output files should never be compiled

into any part of the source tree hierarchy. Often the output directory
and the source directory are located in different drives, especially

when producing release builds.

Subcontr actors or other partners participating in the project who do

not have direct access to the version control system should still map

their tree structure  according to the agreed convention . The sources
are checked regularly and building a new project workspace or
adjusting it each time is waste of time and money.

When building modules outside the Visual Studio using make files the
output directory should be specified with an environment variable. In

that case output directories can be fr eely chosen. Official release builds
are always built using make files, scripts and command line tools in an
automated process.

The directory structure of Neoxen QX Framework installation is
described in Diagram 1. The source tree subdirectory structure for all
the modules is documented in Diagram 2. The output directory
structure is documented in Diagram 3.
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6.2

Configuration Management

SVN (Subversion , http://subversion.tigris.org/ ), typically maintained in
Windows 2003 Server , Windows 200 8 Server or Linux, is used as a
source code version management example in this manual . The S VN-
specific version control files are loca ted in S VN directories in every
workstation. These directories and their contents are automatically
maintained by the version control system. These files must be left
untouched and they should not be deleted.

|E|_| ry_inst_dir

- samples

=] sdk

..... | bir

-] doc

----- L] inchude

..... b

=] redistr
o ] 3

..... ] slb

=] source
] build
E|_| COMan
_| inchude

-] lib

foed res

E|_| modules
] build
-] templ_di
_| templ_exe

Figure 1

This diagram illustrates the high level hierarchy of the Neoxen QX Framework installation directory and
the structure of the recommended source code tree. The module specific hierarchy is described in
Diagram 2.
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E|_| rodules
) build
=] templ_di
Pl .| build
----- L inchide
..... ] proj
..... res
..... -
templ_exe
..... ] buid
----- ] include
..... ] proj

..... res

Figure 2
This diagram illustrates the recommended source code structure for each module. The
contain ready -made make -file skeletons for your convenience.

E|_| output
-1 hin
i
=] templ_di
] debug
El---_-qtempl_e:-:e

] debug

Figure 3
This diagram illustrates the output directory structure for Visual Studio

6.3 Workspace Settings in Visual Studio

200 8

Build directories

project compilation.

When a new development project is established, the process starts by

creating the standard directory structure and the Project Workspace in
Visual Studio.

If the project is about to use MFC |, static linkage is not recommended.
Thi s setting i s d &P rojece & Property Pdges e
Configuration Properties -General 6 page. The paths for the
intermediate files and for the resulting binaries are defined in the same

page.

NOTE:

Always use relative instead of absolute paths. All the

paths should be relative to the directory which

contains the project workspace files.

Use the Visual

Studio internal variables as much as possible.
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6.3.1 C/C++ Settings

The Gererald page contains Addigonal i Ihckice 0
Directories @ The correct paths for  project specific  header files should
be added here.

If the project is using MFC , the following addition should be used. In
t h ePregrocessor O6page i nPrtehper o&C. essor De fshoumd t i ons
add USRDLL definition.

6.3.2 Link er Settings

If the project contains any of those Windows import libraries, which

are not in the default i st t helpputsdhoul d
page. This page should be used only for compiler -specific import

libraries and Neoxen QX SDK libraries.

6.3.3 Resource s Settings

If the project contains custom resources or hand written headers for
the resources used, the additional paths should be defined through the

A

@General 6 paoge t he OAddncltudemabDi rect.oriesd sett

6.3.4 Tools T Options Menu

Common header files and import libraries, which are used system

wide, can be included by default to each new project. This can be

achieved by adding the <corrmold-Ogiieng s t hr
menuand t hen selecting OProjil&/€Cttrs DndeSadlout ied
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Options @lﬂ
e | Ll
. Documents » | Platform: Show directories for:
- Find and Replace Win32 v] [Euecutablefils w7

.. Fonts and Colors
k- Help

- Keyboard

- Startup

.. Task List

- Web Browser

[=- Projects and Solutions
- General

- Build and Run

. VB Defaults

- Source Control
- Text Editor
i+ Database Tools

- Import and Export Settings
- International Settings

- W+ + Project Settings

m

S(VCInstallDirkin

S(VSInstallDir)CommonTide
S(Framework5DKDir)bin

S(VSInstallDir)
S(VSInstallDir)\ SDKW2.0bin
S(SystemRoot)\SysWowbd

S(VCInstallDir)PlatformSDE bin
S(VSInstallDir)CommonT\Tools\kin
SVSInstallDir) CommonT\tools

S(ProgramFiles\HTML Help Workshop

S(FrameworkDir)5(FrameworkVersion)

4| 0

m

Executable Directories

Path to use when searching for executable files while building a VC++ project. -
Corresponds to environment variable PATH.

Figure 4

This screenshot displays the Visual Studio 200
deprecated in Visual Studio 2010. They are avai

all projects.

oKk | [ —

8 VC++ directories.
lable as a user property sheet that

VC++ Directories editing has been
is added by default to
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7 General Formatting Guidelines
7.1 Source Code Readability
Code readability and formatting in general are much more important
than someone might expect. In order to save time in code reviews and
to help other developers gett ing acquainted with the code with less
effort, the code should be 6airydéd and easy to read. T

same as tight coding.

Comments inside the code are required only to describe the logic of

the code or to describe a 0 canestandardo r sSpe
elements. Commenting as well as naming convention is discussed

more in detail later in this guide.

7.1.1 Tabs and Spaces

6Har d shauldsd be used in any event. Spaces should be used
instead. By default, Visual Studio presents hard tabs with 3 spaces.
However, this is a configurable option. In other environments this
varies depending on the platform and the editor used.

With Neoxen QX Framework hard tabs should be expanded to 3

spaces. This setting must b eToots e Optionsn 6 Vi s u a
me nu at AltLdnguaggés -Tabsd® page.Insétisgaces 6 6 opti on
should be selected in order to avoid hard tabs.
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4 Text Editor Indenting

General (21 None

File Extension 71 Block
4 All Languages @ Smart

General

Tabs
. Tab
Basic

2 Tab size:

CiC++
Cs5

F#
HTML
JScript
PL/SQL
Plain Text Mote: This page sets options for all languages. To change options for only one
SQLCE language, select the desired language from the tree on the left.

Transact-5QL
T-5Q1L90
KAML

Indent size:

(@) Insert spaces

() Keep tabs

7.1.2

Cancel

Figure 5
This screensho t displays the Visual Studio 2010 Text Editor  All Languages Tabs Settings.

Positioning  of Braces

How should the block braces be used? This is a question with two
definite answers, depending on whom you ask it. However, with
Neoxen QX Framework the left starting brace of a block is always
recommended to be positioned on its own line.

for (iLoopIndex = 0; iloopIndex < QXGGS LOCPMAX; i1LoopIndexntt)

{
1f (QHGGE DOIT == iLeopIndex)

{
QuDoWhatSoEver () ;
continue;

! // End for

The position of the ending brace must correspond to the starting
brace.
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Note: In if - and else -statements and in loops, the block
braces should always be used, even if it contains
only one instruction. This clears the code and eases
future updates and modifications.

7.1.3 Line Length in the Source Files

Line length in source code files should not exceed 80 characters. This
helps to keep the code readable in different screen resolutions.

7.1.4 Size of a Logic Block, a Function and a File

Naturally there are no strict rules for these issues, just some general
common sense recommendations.

If a logical block (if -else, loop, etc.) does not fit into a visible area in
the Visual Studio editor, it might be wis e to rethink the logic. Switch -
case statements are typical exceptions.

The same guideline may, in some respect, be valid for functions and
methods as well.

File sizes should be kept reasonable. Thousands of lines of code in a
single source code file shou Id raise some doubts on modularity.

7.2 Function Prototypes

Following example illustrates the for mat of a function declaration:

DWORD QXAPI QxMyOwnGetString

(
LPTSTR IptstrReturn, /o - Address of the buffer for a string

DWORD dwBuffSize /l'i - Size of the buffer
);

Function prototypes shoul d-the-6t yde oi nt mo d
beginning of a source code file. In order to make the source code level

quality control easier, all the prototypes should be placed in header

files. Protot ype formatting is recommended to be according to

following principles:

Function parameters are placed in the left side of the source code page

Starting three spaces from the margin
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7.3

Each parameter is placed onit s own line

Each parameter is followed by a comment

The comments using C++ -style commenting start with:
i (input)

o0 (output)

io (both input and output)

The input -output marker should be followed by a short description of
the variable.

Generally the parameters should be in a following logical o rder:
Input parameters

Output parameters

Note: However, if the output parameter requires an
additional parameter describing the storage
allocation for it, it can appear after the output
parameter. Look at the sample above.

Calling Functions with Multiple P arameters

When a function with multiple parameters is called, the parameters
should all be placed in separate lines and vertically aligned. Short
parameter lists can be either on a single line or each in their own line.
OMi xed moded cannot be accepted.

MessageBox(hwnd,
IptstrMsg,
IptstrTitle, /I Parameter usage can be commented
MB_OK);
The formatting style used in the above sample is very useful for

documenting special usage of some variables and highly recommended
for all lower level  functions.
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7.4 Declaring Variables

For the sake of readability and maintainability all variables should be
declared on separate lines. Also the documentation issues may insist
this convention:

LPTSTR IptstrNetBuf = NULL; /I Buffer returned by API
LPTSTR IptstrParams = NULL; /I Buffer for the dynamic parameters
Note: All the pointers  should be initialized when they are
introduced.

In C++ code it is not a good habit to introduce variables on the fly.

This approach easily leads to unnecessary var iables, which may turn to
unused variables as time goes by. Good housekeeping and discipline

pays back in the long term. All the local variables should be introduced

in the beginning of function or method. Local block -scope variables are

the only exception  s.

© Neoxen Systems



General Coding Guidelines

38 (75)

8

8.1

8.1.1

8.1.2

General Coding Guidelines

Using Global Variables

Global variables always form a risk and a concern. Multithreading and
multiple processors  only work well with global variables if their usage

is properly planned . As the old wisdom says, usage of global variables
should be minimized and parameter passing should be favored instead.

Perhaps global variables cannot be totally avoided, but when used, the
scalability and consistency aspects must be well designed in adv ance.

The overall schema for using global variables should already be
decided during the software design stage:

What kind of data should or could be kept in project scope global
variables and which is to be placed in file scope global variables?

The mai n principle is that project scope global variables should be
completely avoided and file scope global variables used instead, if
necessary.

Multithreading

Accessing global data most often requires thread locking to enable
usage in a multithreaded applicati on as well . Accessing the global data
only in the scope of a single file also encapsulates lock management
for the data into a single file. This approach helps to avoid the most
typical synchronization bugs.

Multiple Processors

Also for scalability reasons , global data cannot be recommended. This

is esp ecially true in multi  -processor/multi -core computers. Operating
systems multitask threads, not processes. In a multiprocessor
computer this means that different threads of the same process can be

run in diffe rent processor s. Accessing global data from different
threads running in different processors always causes an unnecessary

context switching. What this means is, that a badly designed
application using global variables can lose some of its performancein a
multiprocessor computer.
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8.1.3

8.2

8.2.1

Naming Convention

However, if global variables need to be used, special consideration
should be paid for their naming convention. Using the same name for a
project scope global and file scope global is strictly forbidden. All the
names of global variables should be prefixed in consistent and unique
manner. It is recommended to use g_ as a prefix for project scope
global variables and g in file scope.

All the project scope global variables must be introduced with
extern modifier in  a single common header file. Introducing is done
without initialization of the variables. Later on when taken into usage,

all global variables of this type should be declared for usage, always

with initial values, in the beginning of a single source code file. This file
typically contains the project entry point.

Note: Variables which are designed to remain file scope d
should never use the extern modifier.

Using Static Variables

As with the global variables explained earlier, special notice has to be

put on static variables as well. They should be avoided in the same
manner. Especially dynamic link libraries and static variables can be a

very error prone combination. This is because of the way static
variables are stored in memory.

When a shared library is loaded and a static variable internal to a
function receives a new value, the value remains valid as long as the
object code (single source file) is in the memory. This happens even if

the function containing the static variable is exited. In practice this can
cause several strangely appearing error conditions.

Multithreading and Multiple Processors

Without locking mechanisms static variables are not thread safe. In a
manner similar to the global variables, static variables do not scale
properly in multiprocessor computers.
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8.3 Initializing Variables

We should always use initialized variables. Sometimes it may look

unnecessary, but we should always remember the fact that code

0l i vesbo. For the sake of fut uemmmmeeadednt enan
way to protect our code from future bugs. Implementation of initial

values is discussed in the context of constant values.

8.3.1 Using Constants
All constant values and literals should be defined in an appropriate
header file. O0Hard beacdeptedg 6 shoul d not
8.3.2 Reusing Constants

In order to keep the program logic under control and to decrease the
expenses in maintenance, reusing constant definitions for different
logical purposes should not be accepted.

Sample:

#define AXG MAXLEN 256

#define AMG MAX ITEMS 256

#define ANG MAX SHOE SIZE 256

In the sample above, the actual values of the definitions happen to be
exactly the same, but they are logically used to completely different
purposes.

If there is a definition, let us say for 256, in some of the header files,
that particular definition should be used for one logical pur pose only.
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8.4

8.4.1

8.4.2

8.4.3

Using Strings

Standard C Library Functions

Copying and concatenating strings 1is
Especially strcpy() and strcat() are infamous examples of standard
library functions, which should be avoided as carefully as possible.
These kinds of functions should not be used, if the allocated size of the

strings is not explicitly known.

Furthermore, if a function receives parameters of any string related
data type, none of the above mentioned functions should be used
witho ut explicit pointer validation.

In case of concatenation, special care should be taken that the
combined actual length of the strings does not exceed the storage
allocation of the target buffer.

Visual Studio 2005 implemented new safer buffer manipulatio n

functions, which should be used.

Localization Support

In general none of the platform specific or ANSI C string functions
should be used directly. Large portions of those functions support only
single byte character sets and are therefore not suitable for proper
localization. The Neoxen QX Framework  provides string manipulation
functions and macros, which are cross -platform compatible and also
support multi byte character sets.

Pointer Arithmetic

In the old times of DOS and Unix programming in plain C , pointer
arithmetic was a widely accepted and encouraged method to achieve
short and efficient code.

However, the requirements of modern 32/64 -bit programming are

di fferent. Mi ni mi zi ng theh developgmend dyedenadd c o st s

especially mai ntenance costs are one of the top priorities, especially in
the application level. Also , overall code stability is one of the essential
requirements.
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8.5

Especially with strings the pointer incrementing and decrementing in

the traditional way is not a proper way to code. We have to remember

that in multi byte character sets one character can be one or two bytes
in size. In Unicode each character takes two bytes.

In general, excessive use of pointer arithmetic is not encouraged. The

only exception is in the lo w level code, where performance

requirements are crucial.

Caution: Programmers should keep in mind, that when
manipulating data received as a pointer, they are
manipulating the original data. This may cause
undesired side effects, if not understood correct

Return Values

When designing a new component, special notice has to be put on the
return values. Consistent and unified return value schema has to be
designed and implemented. Design of the return value implementation
must be carefully thought over bef ore a single line of code is written.

Utility functions should always return a success indicator as:

Long integer
Boolean

Handle

As a general guideline , if there are no real reasons to return 16
integer values, 32 -bit data types are recommended.

If a function is supposed to return a string or other pointers, it should
receive a proper storage pointer as an output parameter. Returning a
string pointer as a return value is not recommended, as it often leads
to fAbuf flemo owepre of bugs.

Specific ally, when a function receives a pointer to a buffer as an output
parameter, it must be accompanied with a parameter specifying the
size of allocated storage.

- bit
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8.6

DWORD QXAPI QxMyGetString

(
LPTSTR IptstrReturn, /o - Returns a pointer to a string

DWORD dwBuffSize Il'i - Allocated size for the buffer

When using integral return values, value defined as 0 is regarded as
an indicator of successful operation.

Return values should always be defined in appropriate header files with
descriptively defined names. This is discussed in more detail later in
the context of naming conventions.

Applications that use ~ Neoxen QX Framework  API calls or their internal
utility functions should explicitly handle the return values. A switch -
case structure is the preferred method.

Error Handling

Error management starts from the design of the return value schema,

as described previously. The main principle should be that if an API
library function terminates with error, it sho uld set the error code and
message using error management functions published in QXE RR.H. In
most cases the failing function also returns the error code. The last

error in the thread is only set if the function fails.

The last error can be set in two diff erent ways. The first way is to set
the error and overwrite the previous last error code and message.
Another way is to extend last error. Extending the last error makes

sense when the reason for the unsuccessful operation is the failure of
another module function call and an error message is already set.
The application using the Neoxen QX Framework APl calls is

responsible for interpreting the codes.
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MAIN LOGIC
Error Handling
Interaction with the user

Figure 6

Special notice has to be put on the pr ogram logic.  Error handling should be done in the highest possible

level in the logic hierarchy. Utility functions should be designed to be as generic as possible and the

responsibility of interpreting their return values should be taken care of by the hig h level functions.
8.6.1 Validating Parameters

All the mandatory parameters should always be validated. If a
mandatory parameter is not valid, the code should not continue.

Logical Checking Order

Checking may not necessarily be done in the same exact order in
which the parameters exist, but rather according to their logical order.

Output parameters should be checked first and initialized if required.

Then the rest of the parameters are checked, usually in the order they
appear. The input parameters requiring more logic in checking, or
which are validated by a separate function call, are checked last.

Pessimistic Checking Order

In m any cases it is far more efficient to test for failure rather than
success when checking return values of function calls. It also shortens
the code and increases code readability.

Testing the success of a call leads easily to multiple level s of if -
statements and makes  the logic of the code more error prone, harder
to read and more time consuming to maintain.
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|l nstead, the programmers should consider
way:

WHY CONTINUE, IF THE CALL FAILED?

This attitude  often clarifies the program logic thus making it more
robust against bugs. It saves a lot of effort in maintenance and
therefore may save considerably in the forthcoming development
expenses.

Note: Common sense must be used in the checking order.
In some cases there may be a situation, where every
exit point requires multiple cleanup action s. In this
kind of situation, optimistic checking order may
produce better code.

Note: | n gener a-ktateméngsshowddnot be used.

8.6.2 Validating Pointers

If a function receives pointers as parameters, they should always be
validated carefully. The onl y exception is when a NULL pointer is
specifically allowed.

Neglecting pointer validation leads sooner or later to undetermined
instability of the software therefore raising the overall expenses of the
development and especially maintenance.
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DWORD QXAPT QxMyFunction
{
LPTETE lptstrReturn, Ao FEeturns the name..
DWORD dwBuffiize P gize of the return buffer

if (llptstrReturn)
{

return QXGEC ERR INVALID PARAM;
i

1f (0 <= dwBufffize)”

return QXGGC ERR INVALID DARAM SIZE;

8.6.3 Structure  d Error Handling (SEH)

All functions should take care of their parameter validation, as
described. The try -catch blocks are used when the execution can cause

an exception. For example all callback functions should be executed
withinatry b lock.

QHAPT TEY
{

/{ statements that may cause an exception

}
QXAPTI CATCH
{
/¢ this catch block will handle all C4++ and C style exceptions

// the error code iz set here and the wvalue indicating the
// unsuccessful operation is returned
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8.7

All modules should be implemented so that stability is one of the

fundamental requirements. One thing to remember is that a NULL
check does not validate a handle or a pointer. Appropriate SEH

block s

should be used when objects are refe rred using handles or pointers

that are passed as parameters for exported functions. All statements
that might cause exception (like _stprintf when the format string is not
fully validated or _tcscpy when the destination buffer is received as an
input para meter) should also be executed using a SEH block.

If a function causes memory overwriting then SEH block does not
necessarily protect the running application. The severity of the possible
damages depends on the destroyed contents of the overwritten
memory area.

The SEH block implementation in Neoxen QX Framework  expands to

try 1 catch statements only in release builds. On debug builds the SEH

Blocks always expand to if (1) - else statements. This prevents

unintentiontl oniopr of eccode bl ocks
possible bugs are easier to locate.

Note: Please do not use platform or compiler specific try

i n

catch  mechanisms. Neoxen QX  Framework

implements a consistent Structured Error Handling
mechanism, which supports both C and C++

Using Macros

The major difference between macros and functions is the fact that

debuc

macros do not have Aruntime addresseso as
the fact that preprocessor replaces the macro with the real contents

before compilation. For these reasons macros cause slight overhead
during compilation, but typically may execute faster than function
calls.

For this very same reason you cannot easily replace an exported
function in your  own library with a macro having the same name and

syntax. If you do so, you need to re -build all the applications that have

been using that function.

All the preprocessor definitions are macros. Therefore we could say

that we heavily rely on them. However , there are quite remarkable

differences in acceptable and unacceptable usage of macros.
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Constants should always be defined to have descriptive names as
described elsewhere in this guide. This is an acceptable approach and
highly recommended.

For the sak e of readability and maintainability, excessive use of
custom macros as replacements for functions is usually not quite
acceptable and is strongly discouraged.

You should not implement a macro which hides function exit points.
This easily leads to mainten  ance problems when the code base grows
in size.

There are some areas where macros are useful, but the ir usage should
be well designed before implementation. For instance, if there is a
message -oriented interface to certain functionality, it might be
convenient to create a function style macro set for increasing the
usability.

8.8 Memory Management

Current progr amming trends may not emphasize proper memory
usage as much as they perhaps should. It is a misleading approach to
consider memory usage optimization as

8.8.1 Desktop Applications

For a standard desktop application it might not be such a crucial issue,
as long as the memory usage related bugs are eliminated. This
category of applications is typically used only for a certain period of

time before they are closed. Good programming practices and common

sense are typically adequate for ensur ing reasonable memory usage
and performance.

8.8.2 System Software

For system components and serving modules of business applications

this approach is typically inadequate. This kind of software should be

able to run 24 hours a day and seven days a week without affecting
the system 0 sstability and responsiveness. If these applications are
transaction intensive or serving a larger amount of concurrent users,
the memory management requirement may become one of the most
important aspects. Careless design can easily lead to memory
fragmentation and decrease system robustness drastically .
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8.8.3 General Recommendations

There is a performance difference with the standard memory
management functions (malloc, calloc, realloc) and typically memory
reallocation is recommended when appropriate. Windows  API has also
a set of memory management functions, typically suitable for client

side programming.

As a general guideline, all allocated memory should be freed in the
same place where it was allocated. Otherwise a prope r allocate -free
function pair should be implemented.

Neoxen QX Framework provides general memory management
functions, which are recommended to be used whenever applicable.

They are designed to be cross  -platform compatible and optimized for
efficiency and safety.

8.8.4 Storage Allocation

Static storage allocation is the most commonly used, simple and easy
way for introducing buffers, such as strings. There are drawbacks

however. If this approach is widely used, it may cause increase in
maintenance expenses during the product life cycle. Also, if the

storage sizes used are too small, they may limit the software 0s
usability. If the storage sizes are too large, memory usage can be

highly inefficient. This scenario may cause memory fragme ntation and

scalability problems.

Dynamic storage allocation should be preferred in order to avoid the
problems mentioned.

If static allocation is used, it is not recommended to use values, such

as 256, directly. Should there later be a need to change a commonly

used allocation size, it might be tedious to find all the correct
occurrences to change. If some are missed, a possi ble bug is
introduced.

Luckily, there is a very simple solution to this problem. All such
constants should have a human readable definition in an appropriate
header file.

© Neoxen Systems



General Coding Guidelines

50 (75)

#define QXGGC MYMAXLEN 256

,

QXCHAR chitring[QXGGC MYMAXIEN] = *';

HEGLOEAL hMem = NULL;
LPTETE lptstrBuff NULL;

hMem = QuMyepecialAlloc (GETR, CHEGC MYMAXLEN) ;
1t (lhMem)
!
return QHGEC ERRE ALLOC,
i

QEMyGet TtemText [ hwnd,
IDC EDIT,
(LPTSTR) chText,
gizeot (chText))

Note: In sample above sizeof() is used instead of hard

coding. It is recommen  ded to avoid direct constant
usage wherever possible.

©
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9

9.1

9.2

Compiler and Linker Warnings

When Visual Studio is used as the preferred development environment,
compiler warning level should be kept at level 3. All the compilations
with this lev el should be kept clean. This means that no warnings
during compilation or linking should be allowed.

It is good programming practice and good housekeeping to clean out

all the warnings. Preventing unnecessary warnings increases the
product quality and sa ves time in maintenance as some of the
warnings actually reveal hidden bugs.

The 64 -bit portability issues should be taken into serious concern,

when wusing Visual Studi o -b2i0t0O 5R o rTthaeb i d D & tye c
setting (/7 W6 4) shoul d Mdsvaysnbéeheepr djoec

properties. If Visual Studio 2008  or 2010 is used, this definition should
not be used. Since Visual Studio 2008 it is deprec ated and causes a
compilation warning.

Using Explicit Typecasting

To avoid typical warnings of incompatible parameter types and in order

to ensure proper byte alignment, explicit typecasting is highly
recommended. Mi c r o s o fhit dospildé #reats most of the missing
typecasts as errors.  Typecasting is the preferred method to direct the
intern al code optimizer for proper byte alignment for different data

types.

Using VOID Parameter with C Compiler

If the project is compiled with the C -compiler instead of C++ |, the
following function prototype is strictly forbidden. This is also the ¢ ase if
the function is exported from C++ wunder

DWORD QXAPI Quv MyFunction();

Instead:

ODWORD OQHAPT va_MyFunction(VDIDj;
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9.3

This is due to limitations in parameter validation. If the function
prototype is of the previous type, it can be called with parameters
without compiler warnings. This may lead to mysterious error
situations.

Using #pragma Directives

The t ypical mechanism to prevent some warnings in purpose is using
preprocessor directives, such as #pragma . This is a useful mechanism,
if used carefully , and in well -documented special cases only. If it is
utilized loosely to hide peculiar coding practices, it is very likely to
cause the increase of maintenance costs in the future.
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10

10.1

10.2

10.2.1

10.2.2

Using Resource Files

Resource Symbols

Windows API still internally handles resource item identifiers as strings,
i.e. names. Even though it is possible, it is not recommended for
programmers to use resource names. The resource items should be
given an environment independent resource ID as an integer val ue.

Version Information

According to professional Windows programming guidelines, each
binary module should have a Version Info resource block.
Appropriately designed contents of the block with product names,
descriptions, version numbers, tr ademarks and copyright notices
clearly indicate the professionalism of the vendor.

Traditional Approach

Visual Studio has an integrated and easy to use resource editor.
Creating and maintaining resources, including version information i S
smooth and simple. It is just a perfect tool for small projects.
However, there is a drawback when the project grows and the amount

of modules increase s.

In larger software projects, the manual maintenance of version
information can become cumbersome, t ime consuming and error
prone. Professional software build process needs more advanced
mechanisms.

Neoxen QX Framework Approach

In order to enable automated build processes and minimize effort and
human errors, Neoxen QX Framework offers an extension to the
traditional management of version information blocks.

The project templates delivered with Neoxen QX Framework  contain
additional resource files for this purpose. The mechanism provided is
fully compliant with Microsoft tools and it offers an intelligent option to

centralize all version information of all modules in a single header file.

Please refer to Neoxen QX Fram ework technical documen tation for
further details.
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11

111

11.11

Commenting Source Code

There are many good practices for commenting source code. Whatever
the guidelines are, they are appropriate, if they are reasonably
adequate, consistent and systematically used.

The following chapters des cribe the commenting style and guidelines
used in Neoxen QX Framework and the included templates and
samples.

What to Comment?

File and Block Comments

All source code should be commented in the file level and in the
functional level. Each file, except the files maintained by the
development environment, should start with a descriptive comment

block. Each function, class, method, etc, should have its own
descriptive comment block as well.

In Neoxen QX Framework all the following files have their own
variation of file level comment blocks:

Source code files
Header files

Module definition files
Make files

Version Info resource files
Also the following have their own variation of comment block:

Functions & Methods

Class declarations

The variation between comment block types is minimal as far as
formatting is concerned. Otherwise the content reflects the purpose.

Note: Please refer to the documentation provided with the
Neoxen QX Framework templates for up -to-date
information on the comment block contents.
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